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Department of Defense (DoD)
data standardization policy1

(particularly as implemented
in the DoD Data Model) has inherited
much of its structure from the Corpo-
rate Information Management (CIM)
concept. The data side of CIM, as
implemented in DoD Directive 8320.1
[1], is based on the assumption that a
single data structure, designed from the
top down by selected subject matter
experts, can be crafted to meet the
needs of all development efforts.2 True
believers in CIM consider the admitted
high cost of maintaining a single com-
plicated relationship structure and a
single approved representation for each
information concept to be warranted in
light of the benefits to be received.
Benefits cited include well-defined,
usable data structures, effective reuse of
data in multiple systems, and higher-
quality systems with lower maintenance
costs.

Standardization Problems
We are not true believers. There are at
least three significant problems.

Independent Definition
First, usable data structures cannot be
defined independently from system
requirements. While the same data
structures can and should be reused in
multiple systems, their structure must
first and most important be based on

mission activities. Data does not exist
independently of mission, and mission
implies a functional requirement. The
problem: Data standards “defined”
without a direct tie to a specific mis-
sion requirement have no basis for
standardization. They may exist, but
they have no purpose.

Differing Requirements
Second, different systems have different
missions and, therefore, different re-
quirements. Although there may be
common data structures in different
systems, the relationships these data
structures have with other data struc-
tures may be different. Trying to main-
tain them all in a single, over-arching
model is complicated. It is often argued
that data is easier to model than process
because data structures are more stable
than processes. Relationships, however,
often represent the processes that con-
nect data structures. Imposing the rela-
tionships defined in a single, highly
detailed model inhibits appropriate
reuse of the data structures in the
model. The problem: Standard data
models that impose fixed process-
oriented relationships restrict process
change just as rigidly as any hierar-
chically defined process model.

Standardization May Not Reduce
Costs
Third, standardization does not neces-
sarily improve software maintainability
or save on maintenance cost. Standard-
izing internal data structures removes
the benefit of module encapsulation
because it creates unwarranted cou-

pling3 between systems. When a data
structure must be changed for one
system, it has a ripple effect on all other
systems using the data structure. The
net effect is the creation of brittle sys-
tems that cannot be changed effectively
for fear of side effects. The larger and
more comprehensive the “standard”
data structure, the more pervasive this
“quality killer” becomes. The alternative
is to develop work-arounds to avoid
changing the standard data structures.
Such work-arounds impose increasing
degrees of maintenance brittleness onto
a system, which increases future costs
and decreases the flexibility to intro-
duce additional change. Perhaps the
best example of data coupling in the
real world is the Year 2000 problem.
Fixing this one badly chosen standard4

will be expensive. Imagine if the struc-
ture were a bit larger. The problem:
Building multiple systems around a
single standard data structure is likely
to add cost and increase maintenance
effort.

The Most Beneficial Standards
On the other hand, communication of
any kind is impossible without stan-
dards. Neither humans nor systems can
understand each other without under-
standing both representation (the com-
monly agreed-on “sign,” such as a
word, character, or gesture) and con-
cept (the object or idea to which the
sign points). The more widely used a
language is, the more useful it is for
general communication, regardless of
the quality of language construction.5
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language, for instance, is a hodgepodge
of conventions from several languages.
Consistency is not its strong suit. Nev-
ertheless, in a world where English is
increasingly becoming the common
language of the business world, poorly
spelled English functions better than no
common language at all. Data stan-
dards work the same way. The most
beneficial standards may or may not be
the best in terms of any arbitrary stan-
dard of quality; rather, they are the ones
perceived by the user as the most benefi-
cial, because of adoption and common
usage.

Sometimes, standards can be im-
posed by a common authority. The
Health Care Financing Administration
(HCFA), for instance, will probably
have some success with the individual
standards it chooses to impose because
it has the power of enforcement under
the Health Insurance Portability and
Accountability Act of 1996 [2]. Even
HCFA will not succeed, however, if it
chooses to impose standards that are
not perceived by the user or the developer
as usable. Simply put, no developer will
attempt to achieve something that is
not perceived to be possible. The com-
plicated nature of the current DoD
Data Model is not generally perceived
by developers to be implementable. In
fact, the Government Accounting Of-
fice (GAO) found that only nine of 43
major DoD systems had plans to use
standard data [3]. Smaller systems, with
lesser resource allocation, are probably
even less compliant. It is just too hard.

DoD is not alone in the practice of
building data models that are little
more than shelfware. Developed prima-
rily by IBM as a standards proposal, the
Information Resource Dictionary System-
Information Model (draft dated April 8,
1992) consists of 763 pages [4]. The
model was developed as the IBM Infor-
mation Model in MVS-based Reposi-
tory Manager. It was probably an ex-
tremely expensive development project.
Unfortunately, the model is so compli-
cated that it was not adopted. Whether
IBM has made other use of this docu-
ment is unknown. There are undoubt-
edly many other examples (usually
unpublished).

DoD Standards
If DoD (or any organization) wants a
successful data standardization pro-
gram, standardization authorities must
recognize that they have two objectives:
develop or adopt usable standards and
convince users and developers that the
standards are usable. If the first objec-
tive is not realized, the second will not
be, either. Without the second objec-
tive, the first is useless.

Usable Standards
Usable standards development requires
the participation of developers. It must
be system requirements based. Data
structures must track directly to defined
system information requirements. Sim-
ply, if you cannot state a specific use for
a piece of information, you cannot
consider it usable for standardization.
Development of usable standards
means cooperation and teamwork with
actual development systems. If no de-
velopers are actually using a standard
you develop, it ain’t6 a standard.

Adoption of usable data standards
implies that the standards are already in
use somewhere. They may be industry,
government, or standards-organization
sponsored. Usability is a function of
quality, but the real measure of usability
is widespread acceptance and imple-
mentation. Standardization may require
compromise where the most widespread
standard is “not as good” as its less
widely used competitor or the one
developed in-house. The point is, there
may be no one standard for any par-
ticular concept or representation of that
concept. Instead, there may be several.
The best standardization programs
choose the “best” standards by review-
ing them all against mission activity
and system development requirements.
It is conceivable that more than one
representation of the same concept
could be adopted to meet differing
mission requirements.

Not a Top-Down Process
While requirements definition should
be done from the top down to ensure
completeness, effective use of data stan-
dards is not a top-down process.7

Choosing or building standard compo-

nents to meet functional requirements
should be done at the level at which the
requirement is to be implemented.
Standards should apply only to that
information that is brought in or sent
out from the requirement. Data inter-
nal to a particular requirement solution
should remain decoupled from its inter-
face with other requirements. Exter-
nally visible data should be standard
within its sphere of visibility, which
means that a particular concept must
use the same name and structure within
its context of visibility. Each layer of
encapsulated visibility must meet its
own set of standards for that layer. If
passed beyond that layer, data must be
wrapped to the set of standards appli-
cable the next layer of visibility. By
“wrappered” encapsulation, internal
changes to system structures are not
held hostage to changes in outside stan-
dards. Similarly, changes needed inter-
nally within a system are less likely to
cause external system side effects. Only
the interfaces need to be maintained.

It is at the interface level that stan-
dardization is particularly important.
Systems that must interface with an-
other system’s nonstandards-based in-
terface or with several different sets of
standards must maintain multiple inter-
faces—one for each standard and one
for each nonstandard system. Choosing
a particular set of standards at each
context level, i.e., level of visibility,
reduces this interface to one. On the
other hand, if reducing the set of stan-
dards to one creates a highly compli-
cated set of intricate relationships, the
one level may be harder to maintain
than a multiple set of interfaces. The
trade-off must be managed.

Implementation Management
The management of standards imple-
mentation is a necessary but inherently
difficult process. To be successful, stan-
dards must be used to interface between
systems and system components at the
same level of visibility, without inhibit-
ing encapsulation at layers above and
below that level. A particular data stan-
dard can be adopted for use at all levels,
if warranted, but only at the interface
definition should such an adoption be

If Nobody Uses It, It “Ain’t” a Standard:  Thoughts on Retooling DoD Data Standardization Efforts



28 CROSSTALK The Journal of Defense Software Engineering June 1998

enforced. In fact, effective encapsula-
tion requires some separation between
interfaces and internals so that changes
to one do not require extensive changes
to the other. Making everything the
same may make it easier to write the
initial code. Maintenance costs, how-
ever, can be expected to increase.

The best overall standardization
guideline is to adopt the most widely
used standard for interfaces in general.
Implementation, however, should only
be enforced at given levels of visibility.
Standardization becomes the process of
choosing the standard representation
for data to be absorbed or provided at a
given level of visibility. Standardization
within a particular system should be left
to that system. Data passed from sys-
tem to system for systems managed or
owned by a particular functional area
should be standard in name and repre-
sentation throughout the functional
area. Data transfers between DoD sys-
tems should meet DoD standards. Data
passed to or from commercial sources
should meet the appropriate commer-
cial standard even if an additional inter-
face is required.

Standards Composition
Just as the level at which a standard is
appropriate varies in scale, so does the
composition of the standard. An adopt-
able standard may be as simple as an
individual code list or the structure of a
single data element. It may also be as
complex as an entire system interface
(or a defined interface to a commercial-
off-the-shelf package). In the object-
oriented view, adoptable standards will
consist of interface definitions for reus-
able components, varying in size from a
single object class to an entire system.

Standards Adoption
Standards adoption is a process, not a
localized, one-time event. It means
comparing requirements with existing
standards, picking an appropriate one
where available, adapting one where it
“almost” meets needs, or developing a
new one where requirements are not
compatible with what is available. Suc-
cess in such a process has nothing to do
with “correct” model building. Success

comes from adopting standards that
can and will be used. The key to that
success is access to competing standards
and visibility of how they are used. In
the marketplace of ideas, the most us-
able standards will be adopted. Poor
definition and incoherent design will be
abandoned. In some cases, the best
design may not win due to early adop-
tion and wide dissemination of an
otherwise competent predecessor. The
value of reuse may outweigh the quality
of later improvements. This is a deci-
sion that must be based on functional
requirements and available resources.

Standards Registry
In the marketplace world, there is no
“standard” set of standards. There are,
however, multiple standard-setting
organizations that offer their goods to
the world. A standards registry can be
used as a tool to provide an effective
marketplace for these standards. Stan-
dard-setting organizations act as regis-
tration authorities, entering their
adopted standards to their own space
on the registry. Other organizations can
then adopt standards from the registry
for their own use or put up competing
standards of their own in their own
space. An international standard, ISO/
IEC 11179, Information Technology –
Specification and Standardization of
Data Elements [5], provides the foun-
dation for defining a registry for data
elements and concepts. The six-part
standard addresses
• Framework for the specification and

standardization of data elements.
• Classification for data elements.
• Basic attributes of data elements.
• Rules and guidelines for the formu-

lation of data definitions.
• Naming and identification prin-

ciples for data elements.
• Registration of data elements.

The draft American National Stan-
dard, dpANS X3.285, Metamodel for
the Management of Sharable Data [6],
takes the international standard and
extends it into data-value domains and
concepts. A draft technical report, Con-
cept of Operations for a Data Element
Registry of July 1996 [7], from the
American National Standards Institute

(ANSI) National Committee for Infor-
mation Technology Standards L8 –
Data Representation subcommittee
addresses the operation of a registry
based upon the International Organiza-
tion for Standardization (ISO) and
ANSI standards. A registry based on
these standards has the capability of
registering concepts, data elements,
data-value domains, classification
schemes, structures, and name contexts.

An organizational registry should
support access to multiple registries for
various registration authorities. When
components may be viewed, compared,
evaluated, and selected from multiple
sources, the marketplace factors of
quality and cost become important
selection factors. Multiple registries also
facilitate harmonization through coop-
erative consensus and peer pressure.
Information sources and subject experts
are identified for consultation. Regis-
tries also identify work in progress,
approved future components, and older
versions of components. An interesting
side to the registry is that it improves
data-standard quality by exposure to
the public. What is not understood or
is incomplete can be questioned and
clarified.

Several organizations are developing
registries based upon ISO and ANSI
standards. The U.S. Environmental
Protection Agency has the Environmen-
tal Data Registry. The Australian Insti-
tute of Health and Welfare has devel-
oped a health-care-related registry. The
U.S. Census Bureau is about to release
its registry. All these meet the interna-
tional standard for registries. The De-
fense Data Dictionary System (in con-
trast to the DoD Data Model on which
it is supposed to be based) also serves as
a registry, although it does not provide
the full functionality of the interna-
tional registry standard.

Conceptually, the DoD Data Dic-
tionary should be retooled to conform
to international repository standards.
Its management should act as the regis-
tration authority for information stan-
dards that apply at the DoD level. It
should adopt standards from other
registries where appropriate and make
all such registries visible. It should pro-
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vide a central registry and appropriate
function area-based subregistries, over-
seeing a consensus-building effort to-
ward mutually compatible systems
interfaces based on well-defined, usable
standards. Selected standards (particu-
larly, systems interfaces and code do-
mains used in multiple systems) could
be dictated for use in all systems. DoD’s
current “new idea” in data standardiza-
tion, the Defense Information Systems
Agency-sponsored Shared Data Envi-
ronment (SHADE) segment registra-
tion process [8], is an excellent begin-
ning for this kind of well-grounded
standards development process, al-
though visibility to alternate registries
would enhance quality and usability. In
the meantime, attempts to require
“standardization” for entire database
structures internal to developing sys-
tems should be abandoned. Requiring
such structures is actually quality inhib-
iting and not enforceable in any real
sense.

Modeling
Modeling plays a different but ex-
tremely important role in this type of
standards registration process. Instead
of making sure that a potential standard
meets the structure of some formal data
model, standards that are proven to
meet defined functional requirements
are modeled to show their relationship
with other adopted standards to im-
prove their accessibility and provide
opportunities for reuse. The change in
focus is important. Do not standardize
the models. Instead, model the standards.
In this environment, functional area
models are important navigational tools
for using and integrating standards
during systems development. Data
relationships are modeled with data
models. Component relationships are
modeled as object models. Finally, all
components must be mapped to a mis-
sion model.

Mission-based requirements models
should be the only top-down-defined
models in the DoD information man-
agement program. Even these models
should be based on the required sets of
measurable results needed to accom-
plish a mission rather than process steps

involved in getting there. System func-
tional requirements should be validated
as supporting mission requirement
components. Approved standards
should support defined mission require-
ments through system functional re-
quirements. Traceability is important.
Ad hoc requirement definition is not
inherently bad, but ad hoc require-
ments that cannot be validated in terms
of specific mission activity support
should be considered invalid for further
exploration. Similarly, if a registered
standard cannot be shown to support at
least one defined mission requirement,
it should be deregistered as an approved
standard. Data models and object mod-
els remain players in this arena but
should become models of approved
standards tied to defined requirements.
They should be composed from the
bottom up using validated standards.

Conclusion
A change toward competitive registra-
tion of standards and bottom-up stan-
dards model development and away
from dictated single data structure
models would result in a data standard-
ization program that makes sense. Stan-
dards would be defined in usable form.
Standards could be traced to mission-
based requirements. Most important,
standards would be used to enhance
communication between systems with-
out the side effects of retarded develop-
ment and increased cost. u
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Notes
1. Http://www-datadmn.itsi.disa.mil

provides information on current DoD
data standardization policy, including
access to the most current update of the
DoD Data Model.

2. Official policy requires data models that
are based on the structure of the DoD
model, but the policy is not specific as
to the detail required. Standards con-
structed using standard naming conven-
tions and representations can theoreti-
cally be approved without imposing the

rigidity of a standard model. Unfortu-
nately, all functional areas with which
we are familiar (four out of more than a
dozen) have interpreted both written
and verbal guidance from DoD to
require detailed standard models. Fur-
thermore, we have witnessed potential
standards submitted without detailed
compatibility turned down as standards
in two functional areas.

3. The term coupling refers to the situation
in which one module in a system shares
internal information with another
module to the extent that modification
to either automatically requires modifi-
cation to both. In programming, global
variables used in multiple procedures
“couple” the procedures together for
maintenance purposes. We can say that
data coupling occurs when disparate
modules directly access a database struc-
ture. In such cases, changes to the data-
base required in support of one module
affect all other modules that access the
same data. With modular encapsula-
tion, change can be limited to the inter-
face level, which reduces the degree of
maintenance required.

4. To be fair, the two-digit year standard
was not so “badly chosen” at its origin.
With memory space at a premium, it

was a good idea at the time. But “time”
is the operative word here. Over time,
good standards can become bad stan-
dards. Forcing data standardization into
the bowels of otherwise disparate sys-
tems makes the inevitable correction
process much more difficult.

5. Specialized languages, human and
computer, may be more useful for
specialized purposes (encapsulated
purposes). They will still require transla-
tion into a more generalized “standard”
if communication with outside people
(or systems) is required.

6. “Ain’t” is a well-understood, generalized
representation for a concept whose
more preferred representations are “am
not,” “are not,” and “is not.” As a gener-
alization, ain’t is a more “standard” term
than any of its substitutes.

7. The development of human language
constructs is not top down, either. The
only known human language con-
structed from the top down is Espe-
ranto. Although there is an Esperanto
language authority, there are no native
Esperanto speakers, and adoption of
Esperanto has gone essentially nowhere.
To adopt standards that are not already
in general use in some form is likely to
achieve the same lack of success.
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